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O 
n Tuesday, industry leaders gathered at 
the Grand Hyatt’s Lone Star Ballroom 

for an early breakfast to celebrate the RIMS 2018 
Risk Manager of the Year, Rebecca Cady, and the 
three new members of the Risk Management 
Honor Roll as they received their awards.
“Winning an award like this is the result of a 

team effort,” said Cady, vice president and chief 
risk officer of Children’s National Medical Center 
(CNMC) in Washington, DC. She acknowledged 
her co-workers and mentors at CNMC, which is 
the largest freestanding pediatric academic medi-
cal center and health system in the greater DC 
area, with annual revenues of nearly $1.2 billion 
and more than 6,000 employees. “Everything I’ve 
accomplished at CNMC has been the result of 
relationships.”
Cady joined CNMC in 2008. Previously a pe-

diatric nurse and health care lawyer, she quickly 
put her combined legal and medical knowledge 
to work and has helped reshape the risk man-
agement department and the organization’s risk 
culture. Her influence can be felt in nearly every 
process—from assuming legal duties in-house and 
the diversity of the center’s insurance program to 
establishing new lines of communication. This led 
to a reduction in both workers’ compensation and 
patient injury claims, annually saving the center 
millions of dollars and improving its services. 
The event also celebrated three new Honor Roll 

members. As the corporate vice president of the 
global risk management (GRM) division at Com-

cast Corporation, Donald “Sandy” Aspinall, Jr., 
provides oversight, advocacy and management of 
more than 16,000 claims per year and a rolling 
portfolio of nearly $400 million of outstanding 
liability financed via retained risk and captive 
insurer reserves. Comcast Corporation sees $80 
billion in annual revenue, and Aspinall’s strategic 
initiatives with Comcast Cable and NBCUniver-
sal realized $114 million in savings while also ex-
panding his GRM team by 100%.
Jennifer Hills speaks about King County, Wash-

ington where she serves as director of risk man-
agement like a proud parent. A lifelong Wash-
ingtonian, Hills continually aims to improve the 
experience of visiting, living and working in the 
United States’ 13th-largest county. King County’s 
14,000 employees serve a population of more 
than two million residents and reports annual 
revenues of $5.6 billion. Under Hills’ leadership, 
the county has reduced the time spent resolving 
large claims by two years, saving valuable effort 
and resources. She has also reshaped King Coun-
ty’s risk culture toward risk optimization and led 
a grassroots safety movement for its Metro Transit 
system, which has seen increased ridership. 
Joseph T. Meaney, Jr., serves as vice president 

of global insurance and risk engineering for the 
AES Corporation, a Fortune 200 electrical power 
distribution company with $36 billion in total as-
sets. Meaney and his internationally-based team 
of 14 professionals and engineers are responsible 
for the development and implementation of in-
surance strategy for AES Corp. and all its subsid-
iaries. Since his joining in 2004, he has helped 
drive AES’ financial success through several initia-
tives, chief among them was being able to reduce 
its full limit D&O program by more than 90% 
while improving coverage terms and retentions. 
Initiated in 1977, the Risk Manager of the 

Year program aims to raise the profile of the risk 
management profession and the outstanding 
programs practitioners have implemented within 
their organizations. The Honor Roll was added 
in 1981.
“This award is significant,” said RIMS 2018 

President Robert Cartwright, Jr. “There are many 
of you in this room who may be up here in the 
coming years.”

RIMS Honors Risk Management’s Best
by Justin Smulison  
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Telemedicine Workshop, Today.
The brave new world of telehealth has the ability to disrupt today’s volatile healthcare landscape. In this don’t-miss session,  
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I 
t has been a busy few days for the RIMS Global 
Lounge in room 220. Networking, thought 

leadership and education sessions for non-North 
American conference attendees has brought an 
unprecedented amount of foot traffic to the space. 
RIMS’ increasingly global operations is also driv-
ing interest, as the organization continues to invest 
in risk management education in China, India and 
Latin America, just to name a few regions.
At RIMS 2018, the Global Lounge hosts six edu-

cation sessions relating to international risk man-
agement hot topics. “RIMS thoughtfully crafted 
these education sessions to include a variety of for-
mats, regionally relevant issues and global focused 
subjects,” said Steven Chou, RIMS’ senior director 
of global development.
Speaking in greater detail of RIMS’ global efforts, 

Chou explained, “RIMS has built strong relation-
ships with key segments such as academics, un-
derwriters and brokers, risk consulting firms, and 
foreign government bodies. Some examples include 
Peking University in China, Willis Towers Watson, 
PwC, and People’s Insurance Company in China, 
National Insurance Academy in India and the Gen-
eral Insurance Corporation of India.
“RIMS held its first ever Risk Forum in Beijing, 

China, and first ever Risk Summit in Mumbai, In-
dia, in 2017, in addition to the yearly RIMS Risk 
Forums in Australia, Latin America, and the UAE.” 
One of the Global Lounge’s most popular ses-

sions, and, indeed, one of the most sought-after 
sessions at all of RIMS 2018, was the risk manager-
only roundtable discussion titled “Where in the 
World?,” which took place on Tuesday. The goal of 
the session was to facilitate the sharing of insurance 
and risk management challenges, opportunities and 
best practices among risk managers from around 

the world. The discussion was led by Hailey Aldren 
of MAXIMUS, Santiago Garcia of Caterpillar and 
John Mayfield of Cognizant Technology Solutions.
“This session was special because it was for risk 

managers only: no brokers, no carriers,” said Al-
dren. “The session also created an opening for 
networking and sharing of solutions to risk man-
agement challenges. It’s a great place to meet risk 
professionals who are facing similar issues as you, 
and to work on problem-solving together.”
The Global Lounge also saw another blockbuster 

education session on Tuesday: “How to Implement 
a Risk Management Program Based on the ISO 

Around the World in Three Days:  
The RIMS Global Lounge
by Brandon P. Righi, ARM

31000 Standard.” This popular presentation was 
hosted by Jorge Escalera of Risk Mexico, Adrian 
Castillo Cisneros of CEMEX, and Erike Young of 
Google.
The RIMS 2018 Global Lounge is open today, 

Wednesday, from 8:00 a.m. to 3:00 p.m. and will 
host two more education sessions: “What ERM 
Practitioners Can Learn from the Intelligence 
Community: A CEMEX Case Study,” and “Inter-
national Programs: Managing a Changing Regula-
tory Environment.” The CEMEX session was also 
presented at the RIMS ERM Conference 2017, 
and was the highest-rated session from that event.

© 2018 Risk and Insurance Management Society, Inc.
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T 
wo days in, RIMS 2018 is proceed-
ing with remarkable energy. Tuesday 

is always a banner day for education sessions 
at RIMS Annual Conference and Exhibition, 
and this year did not disappoint. There were 
many sessions yesterday that had over 100 at-
tendees, and some even cracked 200.
The biggest crowd of the day pressed in for 

a fascinating talk by Bill Mech, vice president 
of enterprise risk control at Connexus Credit 
Union, and Kyle S. Van Hoeven, ERM leader 
at Westfield. Mech and Van Hoeven tackled the 
important issue of “Communicating the Value 
of Risk Management.” The session was made 
possible by the RIMS Strategic and Enterprise 
Risk Management Council, and promised to 
help risk professionals demonstrate enterprise 
risk management’s effectiveness for internal 
and external stakeholders and abide by over-
sight and regulatory body guidelines. The ses-
sion also aimed to help attendees learn to le-
verage the RIMS Risk Maturity Model and the 
Own Risk and Solvency Assessment (ORSA) 
framework through real-world applications.
Mech and Van Hoeven said there was so 

much interest in this topic because “this is 
probably the hardest task risk management 
professionals have—to communicate the value 
of what they do. And since each organization 
is unique, there is no ‘one size fits all’ approach 
to this communication; each communication 
must be tailor-made to the company and its 
risks.”
The ORSA framework is important to this 

endeavor since “the ORSA process facilitates 
that communication, in part because it calls 
for a description of your risk management pro-
cess, an enumeration and evaluation of your 
risks and an assessment of the adequacy of 
your capital to withstand those risks. It pulls 
together all the critical information about risk 
management and the cost of risk in one place.”
Mech and Van Hoeven spent time talking 

about the mistakes risk professionals make 
when communicating the value of their pro-
grams. “Often we stop short of quantifying the 
cost of risk, and don’t proceed to a ‘risk-ad-
justed’ view of strategic plans. When you plan 
ahead, you assume certain business risks, and 
as a result you should load the expected cost of 
those risks into your plan, essentially discount-

ing your planned cash flows for the expected 
cost of these risks coming to pass. Not the full-
blown costs of every risk, but the most likely 
cost given your organization’s willingness (or 
lack thereof ) to spend time and effort on miti-
gating them,” the speakers explained.
On top of these common mistakes, risk pro-

fessionals also have to combat misconceptions 
about their field. The most common one is that 
“the value of risk management is in preventing 
bad things from happening,” said Mech and 
Van Hoeven. In reality, risk management “has 
additional value in helping select which busi-
ness strategies will add the most forward-look-
ing value on a ‘risk-adjusted’ basis.”
Several other sessions drew big crowds on Tues-

day. “Blockchain Revolution: How It Works and 
Issues You Need to Know” was a full room, as 
was “Adapting Your Organization to a Captive-
Centric Approach.” A session on “Emerging Is-
sues in D&O” drew people in large numbers, as 
well as “Excellence in Risk Management XV” 
(based on a joint RIMS and Marsh annual study) 
and “How to Measure and Maximize the Return 
on Investment with ERM.”

SESSION SPOTLIGHT
SUPER TUESDAY:  
RIMS 2018 EDUCATION SESSIONS 
DRAW LARGE CROWDS 
by Brandon P. Righi, ARM

“This is probably 
the hardest task 

risk management 
professionals have— 
to communicate the 

value of what they do.”

© 2018 Risk and Insurance Management Society, Inc.



CYBER DAMAGED OR CYBER RECOVERY?
Cyber security can only do so much to prevent attacks. Fight back with a full suite of cyber insurance 
products designed to help prevent loss and aid in recovery. See us at booth #1517.

RESILIENCE IS A CHOICE.
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FIESTA! SAN ANTONIO (APRIL 19–29)
418 Villita St. | fiesta-sa.org | 210.227.5191
Fiesta San Antonio started in 1891 as a modest way to honor the 
memory of the heroes of the Alamo and the Battle of San Jacinto. 
Since then, it has grown into a celebration of San Antonio’s rich and 
diverse cultures and is now one of this nation’s premier festivals with an 
economic impact of more than $340 million for the Alamo City. Fiesta 
is the Party With a Purpose, and the funds raised by official Fiesta 
events provide services to San Antonio citizens throughout the year.

WITTE MUSEUM
3801 Broadway Street | wittemuseum.org | 210.357.1900 | 
$12 General Admission
Established in 1926, the Witte Museum covers natural history, science 
and South Texas heritage. Permanent exhibitions feature dinosaurs, 
Texas ecosystems, the pre-historic hunter-gatherers of Texas and more. 
Kids will enjoy the four-story treehouse with science activities and 
a ride 15-feet high in the air. Special exhibitions currently on view 
include “Connecting Texas: 300 Years of Trails, Rails, and Roads” and 
“Confluence and Culture: 300 Years of San Antonio History.”

SISTERS GRIMM GHOST TOURS
300 Alamo Place | sistersgrimmghosttour.com | 
210.638.1338
One of the country’s most haunted hotels is right here in San Antonio. 
Enter at your own risk during a ghost tour of the Menger Hotel. This 
three-hour Dinner Tour ($69) will start with a three-course meal, then 
a 30-minute tour inside the hotel, followed by a 90-minute “Haunted 
History Walk” where you’ll hear ghost stories that will chill you to the 
bone. If being inside the hotel is more than you can handle, sign up for 
just the walk ($20) or the bus tour ($45).

MARKET SQUARE
514 West Commerce Street | marketsquaresa.com | 
210.207.8600
Take a stroll through Market Square, considered the largest Mexican 
market in the United States. This vibrant three-block outdoor plaza 
has 32 shops at El Mercado and 80 specialty shops in the Farmers 
Market Plaza. You can find one-of-a-kind items such as handmade 
dresses, leather belts and art, as well as enjoy authentic Mexican food 
and hear free live music.

San Antonio Sights
by Shauntay Jones 
This year, San Antonio celebrates its 300th anniversary. Explore the art and culture that makes the 
seventh-largest city in the United States so fascinating. Take a break from the business of the conference 
to get out and experience everything the city has to offer.  

© 2018 Risk and Insurance Management Society, Inc.



Storms. Floods. Earthquakes. Catastrophic weather events are inevitable. It’s our responsibility to better anticipate 
and assess the risks they pose, and be best prepared to help you overcome their consequences. Even in the 
face of devastating events, we possess the financial capacity to absorb the hit. More to the point, we learn and 
innovate from experience. Which is why we now offer CatNet® free to SwissRe clients. It enables you to combine 
your industry knowledge with our expertise to assess your operation’s potential exposure to natural catastrophe. 

Anywhere in the world, and in unprecedented detail. Better information equals better decisions for everyone.  

We’re smarter together.

corporatesolutions.swissre.com/rims

Our
predictive 

capabilities

We’re all
better prepared

Your
planning

Visit our insurance experts while at RIMS to learn more - booth #1137.
Swiss Re Corporate Solutions offers the above products through carriers that are allowed to operate in the relevant type of insurance or reinsurance in individual jurisdictions. 
Availability of products varies by jurisdiction. This communication is not intended as a solicitation to purchase (re)insurance. © Swiss Re 2018. All rights reserved.
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BIRD BAKERY
5912 Broadway Street | birdbakery.com | 210.804.BIRD
Grab a treat for the road from BIRD Bakery, where all items are baked 
in-house, from scratch every day. Not sure what you want? You can try 
samples of cookies, brownies and cupcakes. Cupcake flavors include 
southern red velvet, chocolate salted caramel and fresh strawberry. 
Cookie flavors include double chocolate chip, oatmeal cranberry 
walnut and Corrigan coffee cookie. You can also order bars, brownies, 
pies and cakes. Gluten-free options are available. Sweets not your 
thing? There’s also a lunch and dinner menu.

LITTLE RHEIN STEAK HOUSE
231 South Alamo Street | dine.littlerheinsteakhouse.com 
 210.225.2111
Dine on expertly prepared steaks while you take in the history of Little 
Rhein Steakhouse. Located in a brick building from 1847, you’ll feel 
like you stepped back in time with its original woodwork, iron chan-
deliers, sconces and shuttered doors. The menu also includes equally 
enjoyable fish, shellfish and poultry. For dessert, we recommend the 
Little Rhein Mud Ball—not the most appealing name, but it’s abso-
lutely delicious.

DOUGH PIZZERIA NAPOLETANA
6989 Blanco Road | doughpizzeria.com | 210.979.6565
Dough isn’t your average pizza joint. With an extensive menu, the 
recipes are based on Southern Italian cuisine and all of the wines are 
from Italy. Start with the signature burrata that is filled with mascar-
pone cheese, black truffle flakes and truffle essence. Follow up with 
the meatball appetizer and get some green on your plate with a salad. 
Then the main event—pizza, all of which are finished with extra virgin 
olive oil and Parmigiano Reggiano. Fun fact: Dough was featured on 

the Food Network’s “Diners, Drive-Ins and Dives.” 

SIP BREW BAR & EATERY
160 East Houston Street | facebook.com/sipbrewbar  
210.222.0149
Skip Starbucks and head to Sip Brew Bar & Eatery for robust, 
satisfying coffee that won’t break the bank. Plus, you’ll get cute designs 
in your latte. Offset the caffeine with healthy fruit and vegetable juices 
and kombucha. Got time? Sit and have a salad, sandwich or snack. We 
recommend “The Sexy” sandwich that has fried egg, apple-smoked 
bacon, avocado and mayo. 

San Antonio Eats 
by Shauntay Jones

San Antonio offers a wide range of cuisine to suit any taste or appetite. Whether you are in the mood 
for an excellent meal or a quick snack, the Alamo City has you covered. Check out some of the following 
restaurants for a great dining experience.  

© 2018 Risk and Insurance Management Society, Inc.
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Trinchero Family Estates wineries in Napa Valley can’t afford 
to have their production lines go down. Chubb uses infrared 
detectors to foresee potential problems with their machinery. 

Watch the full story at chubb.com/trinchero.

Meet us at Booth #1837  
at this year’s RIMS conference
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ON THE SCENE

Ola Olaitan 
CTC Transportation Insurance 
Services, LLC
Applying the COSO risk 
management framework. 

Kelvin Kwan 
The World Bank (IBRD)
A vast amount of knowledge.

Alan Rodrigues 
Markel
All of the new technology advances.

What will you bring back to your organization from RIMS 2018?

TWEETS 
OF THE 
DAY 

Great start to the day at the  
@RIMSorg annual conference, 
celebrating the Risk Manager 
of the Year. #RIMS2018 
#RiskManagement 
 @susankfroman

Yippee-ki-yah! Another big day ahead 
@RIMSorg Conference! #RIMS2018 
#GoBig @tamiami813

A huge thank you goes out to all 
those who helped us get to and enjoy 
a wonderful few days at #RIMS2018! 
#OnWisconsin  
@GallagherGlobal  
@SpencerEdFnd  
@RIMSorg @sagegroupplc  
@JoanSchmit @UWRisk_Ins 
@carlbarlett

© 2018 Risk and Insurance Management Society, Inc.
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will help risk professionals fulfill their role in value 
creation and protecting organization assets.  This 
would further secure their role in organizations 
and promote talent development.

In addition, many risk management professional 
bodies in Singapore are unable to provide 
consistent structured training for ERM risk 
professionals. Without the appropriate skills, 
they cannot take a systemic approach in engaging 
stakeholders to manage risk for organizations.

Q:  How can RIMS support the region’s risk 
management community?

A:  RIMS has an opportunity to help organizations 
in Singapore and the Southeast Asia region 
implement and sustain their ERM programs.

In order to achieve this, RIMS can be the 
representative for the risk community to engage 
stakeholders (government agencies, educational 
institutions, financial institutions, listed 
companies, multi-national companies and 
associations) and advocate for the profession. 
For this to be effective, it is important for 
the stakeholders to have regular engagement 
sessions with a local RIMS office. 

Q:  You were recently named Asia  
Insurance Review magazine’s  
Corporate Risk Manager of the Year 
and obviously have a passion for 
your work. What do you enjoy about 
this profession?

A:  Although challenging, knowing that many 
organizations and risk professionals have 
benefited from my efforts to help them embrace 
and implement risk management has been very 
fulfilling. I have also thoroughly enjoyed the 
partnerships formed in this journey.

In the past two decades, my active volunteer 
work in various not-for-profit risk management 
bodies (including RIMS) and universities has 
sustained my passion for this profession.  

For instance, I volunteered to train a group 
of companies in Bhutan—a country at the 
forefront of championing environmental causes 
globally. It was an invaluable experience to gain 
deeper insights by helping these companies 
achieve their risk management goals.

Q:  Singapore is nearly 200 square miles 
smaller than San Antonio and yet the 
tiny nation has immense influence on 
its region’s business community. Can 
you describe Singapore’s impact on 
Asian Pacific business?

A:  Singapore’s strategic approach to securing key 
sectors has allowed it to rapidly transform 
into a regional hub for finance, logistics, 
aviation and technology. 

Singapore’s constant innovation helps 
businesses here maintain its competitive edge 
amidst the shift towards a sharing economy. 
Being a founding member of the Association 
of Southeast Asian Nations (ASEAN) and 
strong advocate for free trade has contributed 
to its economic stability and strengthened ties 
with neighboring countries. This has given 
Singapore the ability to influence the region’s 
business community with our professional 
and technical expertise in best practices.

Q: There has been a major shift in the 
role and responsibilities of risk profes-
sionals around the world. What do 
business leaders expect from their risk 
professionals in Singapore?

A:  Initially, risk management was driven by 
compliance and regulatory requirements. 
Various disciplines from finance, audit, 
safety and legal were responsible for risk 
management. However, they were not 
necessarily concerned about litigation, 
reputation and other types of loss.

In the last decade an integrated risk model 
that considers various other losses has gained 
traction. Risk professionals are now expected 
to have a holistic approach. However, this 
is at its infancy stage. We still have a lot of 
work to do to educate business leaders and 
demonstrate the risk professionals’ important 
role in Singapore’s rapidly evolving risk 
management landscape.

Q: What are the biggest challenges risk 
professionals encounter in Singapore? 
Risk professionals in this region must prove their 
value.  Recognizing the profession’s importance 

PROFESSIONAL SPOTLIGHT
Roland Teo 
RIMS Regional Advisory  
Group–Singapore Lead
Interview by Josh Salter, ARM

We still have a lot of 
work to do to educate 

business leaders 
and demonstrate the 

risk professionals’ 
important role 
in Singapore’s 

rapidly evolving 
risk management 

landscape.

&
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Visit us in the RIMS Marketplace at Booth #1454

www.netclaim.com    +1 844-904-FNOL

BETTER CLAIMS INTAKE
BETTER OUTCOMES
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BEST IN SHOW

QuestPro Consultants, LP
Small Booth Winner

#1117

CareWorks Managed Care Services
Medium Booth Winner

#1217

Old Republic  
Insurance Group
Large Booth Winner 

#1821

THE TOP EXHIBITORS AT RIMS 2018

© 2018 Risk and Insurance Management Society, Inc.



We put the finest tools in the 
business at your disposal. Our ears.

The best way to insure your business is to make sure your insurance company understands 

what your business is all about. That’s why, at Sentry, we take the time to learn about you 

and your goals. We’ll work together with you—bringing the insights of more than 110 years 

of industry experience to the table—to customize a risk management solution that’s best  

for you, your employees, and your business. 

Learn more about how we can help you at Sentry.com/RightByYou

Property and casualty coverages are underwritten by a member of the Sentry Insurance Group,  
Stevens Point, WI. For a complete listing of companies, visit sentry.com. Policies, coverages,  
benefits and discounts are not available in all states. See policy for complete coverage details.
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RIMS 2018 Snapshots
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INTELLIGENCE
EXPERIENCE 

INSIGHT

Integrated teams of underwriting and claims 
specialists providing customized solutions  
to complex and evolving risks.

360° THINKING  Find out more at aspen-insurance.com

VISIT US AT RIMS BOOTH 2237
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RIMS 2018 Snapshots
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Capital Bay Underwriting | Concord Specialty Risk | CorPro | CorRisk | EmergIn Risk | Global Special Risks | Hunter George 

Interstate Insurance Management | Irwin Siegel Agency | LifeScienceRisk | Power Energy Risk (PERse) | RSG Denmark  

RSG Sweden | SafeWaters Underwriting Managers | Sapphire Blue | StartPoint Executive Risks | Technical Risk Underwriters 

ThinkRisk |Trident Marine Managers | Windward Specialty | WKFC Underwriting Managers | www.ryansg.com/rsgum

21 MGU COMPANIES STRONG

Commitment to Superior Solutions1

Managing General Underwriting Companies21

80 Lines of Business 

290 Years of Collective Operating Longevity

COMPLEX RISKS 
REQUIRE 
SPECIALIZED 
SOLUTIONS RIMS BOOTH 2347

www.ryansg.com/rsgum
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Spencer Education Foundation Makes 
BIG Moves
by Andrew Miller

New Leadership
At its reception on Monday, Spencer Educational 
Foundation introduced its new chairwoman, 
Zakia Phillips, welcomed new board members, 
announced its 2018 full-time scholars and 
highlighted its recent rebranding.
Phillips recently retired from Willis Towers 

Watson after working there for 10 years, most 
recently as executive vice president and Northeast 
and South region director for corporate risk and 
broking, large accounts. She also has direct risk 
management experience, having been executive 
director in the risk and insurance management 
department of Morgan Stanley. Phillips has served 
on the Spencer board for the past five years and 
has served most recently as president.
 Joining her on the Foundation’s executive 
committee are: Marya J. Propis, president; Robin 
Joines (senior vice president, risk management, 
Sedgwick), vice president; Matthew Schneider 
(executive vice president, Aon), secretary; and 
Peter Heard (vice president, national distribution, 
Travelers), treasurer. The Foundation also 
welcomed the following individuals to the board 
of directors: Andrea Dudek (managing director, 
global risk assessment & financing, Accenture); 
Debbie Michel (executive vice president, national 
insurance casualty and middle market, Liberty 
Mutual); Stephen Grabek (global lead - broker 
& client engagement, commercial, AIG); Dr. 
Cassandra Cole (chair & Willliam T. Hold 
professor of risk management & insurance, 
Florida State University); Dr. Weili Lu (director, 
Center for Insurance Studies, California State 
University – Fullerton).

“I look forward to working with the board as 
we continue to fulfill the Foundation’s mission 
of funding the education of our future leaders,” 
said Phillips. “I would be remiss if I did not thank 
and acknowledge the great contributions made by 
our outgoing chair Ron Davis and acknowledge 
the hard work and dedication of departing board 
members Peggy Accordino, Roger Andrews and 
Debbie Rodgers.”

New Logo and Website
Spencer recently unveiled its new logo and 
redesigned website which offers a nod to its past 
while, with bright, modern colors, it looks to the 
future. The updated mortar board, reinforces 
the Foundation’s involvement with industry 
education—both traditional and experiential—as 
well as its connection to students.
The website provides a more visual platform 

to share the Foundation’s mission and highlight 
impactful stories and thought leadership articles 
through a new section, Spencer Voices.

New Scholarship
In 2019, there will be a new scholarship thanks to 
the generosity of Spencer alumna Elizabeth Lisle. 
The new scholarship will be given in Lisle’s name 
to a student who is studying risk management and 
insurance as well as technology. This is the first 
scholarship funded by a past recipient.
“This scholarship will recognize those students 
who see how insurance and technology/MIS 
are converging,” said Lisle, a three-time Spencer 
scholarship recipient and principal of Silvient, 
Inc. “It is a joy to be able to return a small measure 

of all that Spencer has done for me since my very 
first interview in 1995. The encouragement and 
support of Spencer and RIMS leadership over the 
last two decades have been an incredible gift.”

Record Applications Net 70 Scholarships
After reviewing more than 730 applications, 
the Foundation awarded 70 full-time, merit 
scholarships to undergraduate, graduate and pre-
dissertation PhD students. The total amount 
awarded was $390,000. This brings the number of 
scholarships the Foundation has awarded since it 
was established to more than 1,000.
“Scholarships are our core program,” Phillips 

said. “With the industry needing talent, we are 
fulfilling our mission by providing a highly-skilled 
pipeline of students who excel in their studies and 
leadership skills.”
The Spencer Scholar Class of 2018 consists 

of 62 undergraduate students, five graduate 
students and three pre-dissertation PhD students 
who represent 30 colleges and universities. 

Experience Beyond the Classroom
The Foundation continues to fund experiential 
learning opportunities outside the classroom. 
This year, 41 companies are able to hire a 
summer risk management intern because of 
$5,000 grants they each will receive from the 
Foundation. The Foundation acknowledges 
RIMS and the Northeast Florida Chapter for 
their continued sponsorship of this program.
Next year, the support for this program will be 

enhanced thanks to a generous donation from 
the RIMS New Jersey Chapter. Their donation 
will sponsor two internships per year for the next 
four years.

Grants Awarded for Curriculum 
Development
The Foundation also announced two curriculum 
development grants. The first grant went to the 
University of Hartford, which will help them 
focus on building human capital in the Insurtech 
space at the undergraduate and graduate levels. 
The second grant was awarded to the University 
of Missouri – Kansas City to develop courses as 
part of their new risk and insurance management 
program. Both grants are for $50,000. A third 
grant was awarded to the University of Akron 
earlier this year to help further develop curriculum 
and attract talent into their program.

2018 Gala Dinner
The Foundation announced its honorees for its 
10th Annual Gala Dinner, which will be held 
in New York on September 20. They are: David 
Eslick, CEO of Marsh & McLennan Agency, and 
Patrick Kinney, EVP of field management for 
Travelers. More than 700 industry professionals 
are expected to attend. More information can be 
found at spencered.org.

Spencer Educational Foundation has made major changes this year and we’re just getting started. 
Here’s what we’ve been up to: 
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I 
t is always a bittersweet moment when the 
RIMS Annual Conference & Exhibition 

ends. Staff have been working on this event for 
many years, making frequent trips to plan the 
best experience and partner with the city. It’s 
hard to say “bye y’all!” but, alas, that is what 
we must do. I hope that you have enjoyed 
RIMS 2018 and that you have learned new 
things, expanded your network and had some 
BIG Texas fun.
Every year on the way home, I always 

think to myself: “How can we top this next 
year?” That is a challenge that I embrace — 
always working to ensure that the next RIMS 
conference is better than the last. As great as 
we think the RIMS conference is, know that 
the RIMS team is always looking for ways to 
improve and innovate the experiences you will 
have as an attendee or exhibitor. Taking risks 
is the fun part of planning events, and we look 
forward to giving you the “best RIMS ever,” 
each and every year. We are always open to 
suggestions and feedback on ways to improve 

On Going BIG and Going Home
by Stuart Ruff-Lyon, CMP, DES

“How can we top  
this next year?” 

DID YOU 
KNOW?
10 Facts About Boston

1.  Boston built the country’s first 
subway—the Tremont Street Subway—
in 1897.

2.  Fenway Park, home of the Boston Red 
Sox, is the oldest original MLB stadium 
still in use at 106 years old.

3.  The Boston Common, established in 
1634, is the oldest public park in the 
United States.

4.  The Boston University Bridge is the 
only place in the world where four 
forms of transportation can pass each 
other at the same time.

5.  There are invisible poems on the street 
that are only visible when it rains.

6.  Founded in 1635, the Boston Latin 
School is the first public school in the 
country. Alumni include Ralph Waldo 
Emerson and John Hancock.

7.  Boston streets are confusing because 
they are not all on a grid system. Many 
roads maintain the original 17th century 
design where roads were built around 
certain obstacles.

8.  From 1903–1919, you didn’t have to 
take a driver’s test to get your license.

9.  The Ted Williams Tunnel is almost 90 
feet under the earth’s surface, making it 
the deepest in the country.

10.  Boston is holder of The Highwayman, 
one of the only books bound by 
human skin.

education, experiences and the conference in 
general. If you have an idea for something 
new at RIMS 2019, be sure to complete 
your conference survey this year, or email me 
directly at sruff-lyon@RIMS.org. 
Boston is going to be a fantastic location for 

RIMS 2019. Attendees will love all that the 
city offers. With world renowned restaurants 
and museums, there is plenty to do. Boston 
has emerged as an innovation and technology 
hub, and we will be working to take advantage 
of all that the city offers. RIMS 2019 is going 
to be all about innovation and progress, and 
you won’t be disappointed. I look forward to 
seeing you there.
Until then, I hope you will explore other 

RIMS events. Safe travels.
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T 
en years ago, financial markets collapsed 
under a heap of bad credit emanating 

from the U.S. housing market. It was a meltdown 
that few who lived through it thought was 
possible, as the world economy stared something 
rivalling the Great Depression square in the face.
The financial crisis could be viewed as an 

indictment of risk management. After all, if risk 
management couldn’t stop something this bad 
from happening, then what good is it? In early 
2009, shortly after the crisis, RIMS published an 
Executive Report that addressed these concerns: 
“The 2008 Financial Crisis: A Wake-up Call for 
Enterprise Risk Management.”
The team of writers who built the report found, 

instead, that it was haphazard application of 
risk management that contributed to the crisis. 
“The financial crisis resulted from a system-wide 
failure to embrace appropriate enterprise 
risk management behaviors,” they wrote. 
“Additionally, there was an apparent failure to 
develop and reward internal risk management 
competencies. From the board room to the 
trading floor, individuals on the front line 
who were taking—and trading in—these risks 
ostensibly were rewarded for short-term profit 
alone. Finally, there was a failure to use enterprise 
risk management to inform management’s 
decision making for both risk-taking and 
risk-avoiding decisions.”
The report identified five key factors that 

contributed to the meltdown: an over-reliance 
on the use of financial models; an over-reliance 
on compliance and controls with the assumption 
that historic controls and monitoring a few key 
metrics are enough to change human behavior; a 
failure to properly understand, define, articulate, 
communicate and monitor risk tolerances; a 
failure to embed enterprise risk management, 
with the assumption that there is only one way to 
view a particular risk; and no governance failsafe, 

even when risk managers were sounding alarms.
A decade removed from the crisis and the 

report, Carol Fox, a contributor to the original 
paper and now the vice president of strategic 
initiatives at RIMS, gathered the writers back 
together and reflected on how risk management 
has or has not changed since those harrowing 
days in 2008. The new report, “Enterprise Risk 
Management’s Wakeup Call—10 Years After,” 
is available at RIMS 2018 in RIMS HQ (booth 
#1337), as well as on RIMS.org in the Risk 
Knowledge database.
The new report consists of interviews of senior 

financial and risk management professionals, as 
well as an analysis of “where is enterprise risk 
management now?” The interviews address a 
range of concerns, including the current business 
and political climates and how hospitable those 
are for risk management. The authors of the 
report also assess how well organizations have 
committed to their key recommendations in the 
2009 paper.
“Ten years after the financial crisis, the evidence 

shows that risk management has evolved from 
a promising but somewhat perfunctory exercise 
into a strategic management competency,” 
the authors write. “Even so, given increasingly 
uncertain times, risk management professionals 
would be unwise to declare victory or become 
complacent. Further improvements can be made 
and more value realized with the integration of 
risk management into decision making.”
As for the key question—can something 

rivalling the financial crisis happen again—the 
authors write, “The answer is a resounding 
yes, if organizations don’t actively embrace and 
integrate sound risk management practices. 
Window dressing—just going through the 
motions—at times may satisfy regulators 
and fool board members. However, window 
dressing does not take the place of robust risk 
management performance.”

FRESH FROM RIMS

Enterprise Risk Management’s Wakeup Call 
—10 Years After
by Brandon P. Righi, ARM

“If risk management 
couldn’t stop 

something this bad 
from happening, then 

what good is it?”
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“Highest in Customer Satisfaction 

among Large Commercial  
Insurers, Two Years in a Row”

XL Catlin received the highest numerical score among 11 insurers in the J.D. Power 2016-2017 Large Commercial Insurance Studies.  
2017 study based on 2,218 total responses, measuring the opinions of risk professionals in the U.S. and Canada with commercial insurers, surveyed April – June 2017. 
Your experiences may vary. Visit jdpower.com
XL Catlin, the XL Catlin logo and Make Your World Go are trademarks of XL Group Ltd companies. XL Catlin is the global brand used by XL Group Ltd’s (re)insurance 
subsidiaries. 

http://xlcatlin.com/insurance/news/xl-catlin-ranked-highest-among-insurers-in-jd-power-2017-large-commercial-insurance-study


RIMS OFFICIAL CONFERENCE COVERAGE  |  WEDNESDAY, APRIL 18

27www.RIMS.org/RIMS2018

R 
ight now, somewhere in the United 
States, a cyberattack is happening. In 

fact, many cyberattacks are likely happening—
which is why cybercrime damage costs are esti-
mated to hit $6 trillion annually by 2021. Risk 
management professionals and executives are not 
only challenged by the volume of cyberthreats, 
but by their growing complexity as well.
Ransomware attacks, for example, were predict-

ed to exceed $5 billion in 2017—up more than 
fifteen-fold from 2015—as organizations grapple 
with how to not only prevent these attacks but 
mitigate the financial losses and downtime they 
cause. Yet despite the trends, more than half 
(52%) of organizations that suffered successful 
cyberattacks in 2016 indicated in a Cybersecurity 
Ventures report that they would not make any 
changes to their security in 2017. And even for 
those that do update their cybersecurity plans, cy-
berattacks have become an inevitability for most 
organizations. As a result, developing a complete 
response plan for cyberattacks is essential to pro-
tecting your business and customers.
For enterprises developing a cyberattack response 

plan, consider these five strategies:

1. Be proactive, not reactive
The global average cost of a data breach is $3.62 
million, according to the 12th annual Cost of 
Data Breach Study conducted by Ponemon Insti-
tute. Would you rather have a plan in place aimed 
at minimizing such losses should a cyber incident 
occur, or risk ending up in the growing majority 
of companies that have sustained attacks? Protect-
ing your stakeholders should be of utmost prior-
ity, and the first step is having a plan ready. You 
will be grateful that you do when your servers are 
down, people are trying to reach you, and imme-
diate action is required.

2. Assemble a team
Most organizations immediately turn to IT when 
thinking about cyberattacks. While IT is indeed 
a big part of the picture, it is just that: one piece. 
When a cyberattack occurs, its impact is felt across 
your entire organization.
A solid cyber response team begins with a trust-

worthy, authoritative leader who understands the 
importance of a cyberattack response plan, and 
who will advocate on its behalf to other key play-
ers. Additional team members must also be adapt-
able and capable of leading in a time of crisis. 
After all, there is no such thing as a straightfor-
ward cyberattack, and there is no such thing as a 
straightforward response.

3. Accept that your plan has a shelf life
Cybercriminals are constantly devising new ways 
to wreak havoc on organizations. As a result, a 
plan that is effective today may be outdated to-
morrow.
Team members should be tasked with keeping 

up with evolving best practices for the industry 
and adjusting the plan as necessary. All compo-
nents of the cyberattack response plan should be 
evaluated regularly and updated if content be-
comes obsolete.
In addition to regularly assessing risks and 

threats to your organization’s cybersecurity, your 
response team should also routinely conduct inci-
dent response drills and regular testing under mul-
tiple scenarios to help identify and correct flaws 
in the plan, including everything from technology 
glitches to human error.

4. Make clarity the imperative
Ambiguity is the enemy of any strong incident 
response plan. Your cyberattack response plan, 
however frequently it might change to meet evolv-
ing internal and external threats, should be clearly 

HOT TOPIC: CYBER RISK

Developing a Cyberattack  
Response Plan
by Troy Harper

defined and communicated across your entire or-
ganization. Every member of your team must not 
only understand the value of the plan, but also be 
certain of their specific role within it.
Clarity is aided by providing guidelines on the 

information that should be included in the re-
sponse plan: define who the internal response 
team members are and what their roles will be; 
identify key resources needed to execute the re-
sponse plan effectively; differentiate between the 
various types of data breaches and methods of at-
tack; and create a checklist of action items so team 
members are not left guessing when a crisis occurs.

5. Communication is key
Cyberthreats escalate quickly, so it is important 
to communicate often with employees and stake-
holders on how to identify new threats. And it is 
not just the cyberthreats that are ever-changing: so 
is the technology being used. New devices, soft-
ware, web services and cloud offerings introduce 
vulnerabilities that may not have existed before. 
Cyber response planning must keep pace by ac-
counting for these shifts.
Unfortunately, in a time of crisis, not everyone 

can be relied upon to know what is happening or 
how to respond. Ransomware attacks are particu-
larly problematic from a communications stand-
point. First, according to an Intermedia report, 
about one-third (31%) of office workers admit 
they are not familiar with ransomware despite the 
fact that 70% of office workers acknowledge their 
organization regularly communicates about cy-
berthreats and nearly one-third (30%) saying their 
organization specifically highlighted the WannaC-
ry ransomware attack as an example. Bottom line: 
every second you are not able to reach workers in-
creases the risk an employee could further expose 
the organization to a ransomware attack.
This is why communications must be an integral 

part of your risk management plan, beginning in-
ternally and extending outward to your entire net-
work of key stakeholders. Your communication 
plan must be easily available and optimized for 
delivery—a particular challenge when computer 
systems are down and given the variety of ways 
people receive and share information in our digital 
age. A streamlined yet multichannel approach is 
essential for everything from getting ahead of the 
media to helping your customers gain access to 
the information they need to weather the storm.
With the ability to reach employees through text 

and phone, in addition to email, you reduce your 
risk significantly in the case of a network failure. 
Additionally, using a cloud-based service allows 
contact information to be accessible even if inter-
nal systems are down. By integrating with your 
contact database, you also ensure that contact in-
formation is always up-to-date.

Originally published in the January/February 2018 
issue of  Risk Management magazine.
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I 
n 2017, a company was hit with ransomware 
every 40 seconds. Organizations in all indus-

try sectors were subject to ransomware attacks, as 
these attacks often opportunistically take advan-
tage of security shortcomings. The average ran-
som demand was more than $1,000.00—greater 
than three times the average in 2015. What’s 
more, one in five business that paid ransom nev-
er got its data back.
So, how do you protect your business? First, 

make sure you are insured. While traditional 
policies provide little, if any, coverage for damage 
to electronic data—and none for other costs as-
sociated with cyber extortion—they are covered 
by cyber extortion insurance. This is available 
under many cyber liability policies. Cyber extor-
tion provisions typically cover ransom payments 
and extortion-related expenses such as costs in-
curred in negotiating the ransom and restoring 
or replacing data or software.
But insurance is just one aspect of the protec-

tion your business should have. Companies 
also need to prepare an Incident Response Plan 
(IRP), that establishes responses to ransomware 
attacks. An IRP should be a “living, breathing” 
document that is consistently updated to ensure 
that its information and procedures are accurate 
and up-to-date. Typical topics addressed by an 
IRP are:

•  The Incident Response Team. The IRP 
must identify the team in charge of re-
sponding to ransomware attacks. This team 
should include an executive and inside 
counsel, and should provide back-ups in 
case first-line members cannot be reached. 
The IRP should contain 24-7 contact in-
formation for all team members, including 
means of contact that do not rely on the 
business-provided phones or email that 
may be affected by the attack.  Addition-
ally, the IRP should identify team mem-
bers’ specific responsibilities, such as imple-

menting security measures, investigating 
the attack, communicating with the extor-
tionists, communicating with customers or 
the public, and notifying insurance carriers 
and law enforcement.

•  Detecting an Incident. The IRP should 
identify steps for employees to take if they 
suspect or detect a ransomware attack.

•  Approved Vendors. As you will likely need 
outside assistance to respond to an attack, 
your IRP should identify approved vendors 
such as outside coverage counsel, investiga-
tive and cybersecurity firms, and a PR firm 
to assist with external communications.

•  Reporting to Law Enforcement. The IRP 
should define when and how ransomware 
attacks must be reported to which law en-
forcement agencies. It should also address 
what evidence should be collected and 
preserved, and how.  Ideally, these issues 
should be discussed with the relevant agen-
cies ahead of time, which also helps build a 
cooperative relationship with them.

•  Notifying Insurance Carriers. The IRP 
should identify all insurance policies that 
could provide coverage for a ransomware 
attack and detail steps to comply with each 
policy’s notification requirements. Outside 
coverage counsel can assist with both iden-
tifying relevant policies and provisions, and 
following notification requirements.

•  Responding to Extortionists. The IRP 
must identify who communicates with the 
extortionists and who decides whether and 
how to respond to their demands. This 
should include steps for how to make po-
tentially required electronic currency pay-
ments.

HOT TOPIC: CYBER RISK

Prepare Now for Ransomware
by Karin Scherner Aldama

•  Investigating the Incident. The IRP 
should define who is responsible for inves-
tigating a ransomware attack and include a 
checklist detailing specific response steps. It 
should also establish procedures to increase 
the chances of identifying the extortionists, 
and to detect and address security vulner-
abilities.

•  Documenting the Response. The IRP 
should set forth steps to document both 
your response to and your investigation 
of the attack, including contacts with the 
extortionists, the decision-making process 
resulting in a response, and the technical 
response and investigation, including the 
preservation of evidence. Such documenta-
tion may be required by regulatory agencies 
or insurers.

•  Public Relations. To facilitate communi-
cations about the attack with customers or 
the public, the IRP should assign responsi-
bility for doing so and define steps for pre-
paring and releasing such communications.

•  User Training. End-user training of all 
employees, including management, is key 
to preventing ransomware attacks. The IRP 
needs to contain procedures to ensure that 
all employees receive such training periodi-
cally, as common threats change over time.

Appropriate insurance coverage; an IRP that is 
consistently updated, including through “post 
mortem” evaluations following attacks; and up-
to-date systems security are critical to prepare 
your business for—and to the extent possible, 
protect it from—potential ransomware attacks.

Originally published on Risk Management  
Monitor, the official blog of  Risk Management 
magazine on February 12, 2018. 
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